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Huerpyknus

1S 00y4a0IHXCs 10 o0ecneyenn1o MHGOPMaHOHHOI 6€30MacCHOCTH npu
HCnob30BanuM ceTH «MHTepHET 1Is1 pasMelenns B y4eOHbIX KaGHHETAX,
B KOTOPBIX OCYIIECTB/ISAETCH A0CTYN B ceTh «MuTepHeT»

C KaXIBIM TOJOM MOJIOJEKH B HHTEPHETE CTAaHOBHUTHCS . OONBINE, a
IIKOTEHMKY OMHM M3 CaMbIX aKTHBHBIX I0Nb30BaTeneil PyHera. Mexay Tewm,
[IOMHMO OIPOMHOI0 KOJIMYECTBA BO3MOXHOCTEH, HHTEPHET HECET U MPOOIIEMBI.
OTa namaTKa OJDKHA TOMOYb TeOe Ge30MacHo HaXOAUTCS B CETH.

Komnelorepubie BupychbI

KoMIbtoTepHBIi BUPYC - 3TO PasHOBHMIHOCTH KOMITBIOTEPHBIX 1porpamm,
OTJIMYMTENIBHOH  OCOOEHHOCTHIO  KOTOPOH  SIBISETCSI  CHOCOGHOCTH K
PasMHOXEHHMIO. B jorosnenne K 3TOMy, BHPYCHI MOIYT TIOBPEIHTbH WK
[IOHOCTBIO ~ YHMYTOXHUTB Bce (alibl W JaHHbIE, [OJAKOHTPOILHBIE
TI0JIE30BATEIIIO, OT MMEHM KOTOPOro Oblia 3allylieHa 3apakeHHas [IporpamMma, a
TaKXKe TIOBPEJIUTh MITH [[@Ke YHWYTOXKHTH OINEPALMOHHYIO CHCTEMY CO BCEMH
aiinamu B mesTom. B GonbmmHcTBe cyyaes PacIpoCTPaHAIOTCs. BUPYCHI Yepes3
UHTEPHET.

MeTobI 31T OT BPEJOHOCHBIX TPOTPAMM:

. Hcrnone3yl coBpeMeHHBIE ONEpAIMOHHBIE CHCTEMbI, HMEIONHC
CEPBE3HBIH YPOBEHB 3AIUTHI OT BPEIOHOCHBIX TIPOIPAMM;

2. IlocrosinHo ycranasnuBaii maTyd (UMQPOBBIE 3AIUIATKH, KOTOPBIC
dBTOMATHYCCKH YCTAHABIMBAIOTCS C 1IENBIO J0PabOTKU IPOrPaMMBI) U JIPYIUe
OOHOBJICHMSI CBOGH OlepalMoHHOH cucTeMsl. CKaumBail MX TOIBKO ¢
ojpunmaneHOro caiita paspaborumka OC. Ecmm CYILIECTBYET pexuMa
aBTOMAaTHYECKOr0 OOHOBIIEHHUSI, BKIIOYH €r'0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MMOJ IIpaBaMH IOJIb30BATENH, a He
IMMHUCTPATOpa. JTO HE TO3BOJMT GOIBLUIMHCTBY BPEIOHOCHBIX HPOrPaMM
HHCTAJNTMPOBATLCS Ha TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcmonb3yd aHTHBMpPYCHBIE NPOrPAMMHBIE TIPOLYKTBI H3BECTHBIX
IPOU3BOJIUTEIIEH, C aBTOMATHYECKAM 0OHOBIEHHEM a3,

5. Orpanndb pu3HYECKHii TOCTYI K KOMITLIOTEPY /IS TOCTOPOHHHX JIULL

6. Mcronb3yii BHemHue HocuTenu MHGOPMALMM, TakWe Kak dQUielka,
JIACK HIH (aiil U3 MHTEPHETA, TOIBKO U3 [POBEPEHHBIX HCTOYHUKOB;

7. He oTkpwIBail KOMITBIOTEpHBIE (aiiiIbl, TOTYUYECHHbIE U3 HEHAIEKHBIX
MCTOYHMKOB. Jlake Te (aiiibl, KOTOpBIE Ipuciaan TBOH 3HaKoMmsblif. Jlydme
YTOYHH y HEro, OTIpaBJIsuI JIn OH Tebe ux.

Cern WI-FI

Wi-Fi - 3To He BHI Nepenaud JaHHBIX, He TEXHOJIOTHS, @ BCEro JIMUIb
openn, mapka. Eme 8 1991 roay Humepnannckas KoMnaHus 3aperucTpupoBaa
open "WECA", urto o6o3Hauano cioBocoyeranue "Wireless Fidelity",
KOTOPBIH MepeBOJAUTCS Kak "OecnpoBoHas TOUHOCTE" .

Jlo Hamiero Bpemenu Jouuia apyras aGGpeBHaTypa, KOTOpas sIBIACTCS
TakoH ke TexHonorued. Dto abbpesuarypa "Wi-Fi". Takoe Hassanue GbLIO
JIaHO € HAMEKOM Ha CTaHAapT BbIcIIeH 38yKoBoM Texuuku Hi-Fi, uto B mepeoe



O3Ha4yaeT "BBICOKAss TOYHOCTH'.

a, OecruiaTHeIM uUHTEpHET-IOCTYN B Kade, OTensx U asporoprax
SIBJISIeTCS. OTIIMYHOM BO3MOJKHOCTBIO BBIXOJa B MHTepHET. Ho MHOTME 3KCIepThI
CUHTAIOT, UTO 00I1Ie1ocTymHble Wi-Fi ceT He sBIsitOTCS Oe301acHbIMH.

CogeTsl 110 He3011acHOCTH padOTHI B 0011e10CTYITHBIX ceTaxX Wi-fi:

. He mepenaBaii cBor THYHYI0 HH(OpPMAIHIO Yepe3 00MmeI0CTyIIHbIE
Wi-Fi cetn. PaGoTast BHHX, )KellaTeJIbHO HE BBOAUTH MAPOIX JOCTYIIA, JIOTHHBI 1
KaKHe - TO HoMepa;

2. HWcnonp3yit ¥ OOHOBISH aHTHMBHPYCHBIE IPOIPaMMbl U OpaHaMayep.
Tem cambim TBI 00Oe30macuIb cedst OT 3aKauKy BUPYCa Ha TBOE YCTPOMUCTBO,

3. Ilpm wucronszoBanuu Wi-Fi otkmioun dyunxuuo "OOmui joctym K
¢daiimam ¥ npunrepam". Jlannas (QyHKIMS 3aKphITa 10 YMOJYaHHIO, OJHAKO
HEKOTOpPBIE IOJB30BATENIM aKTUBUPYIOT ee JUlsi yHoOcTBa HMCIOJNB30BaHHs B
pabote unm yuebe;

4. He wucnoaws3yi nybmuunesii WI-FI st nepepadyu JHMYHBIX JaHHBIX,
HaAIlIpUMeEp JUIsl BBIXOJAAB COLUAIbHBIE CETH WX B DJIEKTPOHHYIO IOYTY;

5. Hcrmonesyit Tonbsko 3amuiieHHoe coeguHenue yepez HTTPS, a e
HTTP, T.e. nmpu Habope BeG-anpeca BBoH uMeHHo "https://";

6. B moGuiasHOM Tenedone orkmoun Gpynxumio "Ilonkmouenne kK Wi-Fi
aBToMatnyecku". He momyckaif aBTOMaTHUECKOTO TOJKIIOUEHUs YCTPOHCTBA K
cerssm Wi-Fi 6e3 TBoero cornacusi.

CouuajibHble CeTH

ColLMaIbHbIe CeTH aKTHBHO BXOIST B HAITYy JKM3Hb, MHOTHE JIOJM PaboTaloT
¥ JKHBYT TaM IIOCTOSHHO. MHOI'HE TI0J530BaATE/IH He IOHUMAIOT, YTO HHpOpMaIlusl,
pa3MelleHHass UMH B COIIMAIBHBIX CETSIX, MOXKeT OBITh HaljieHa M WCIOIb30BaHa
KeM YTOJIHO, B TOM YHCJIEC He 00s13aTeNIbHO ¢ OJ1aruMu HaMepeHUsIMH.

OcHoOBHBIE COBETEI 110 Oe30MaCHOCTH B COLMAIbHBIX CETSAX:

1. Orpanwub crucok apysedd. YV TeOs B Jpy3psiX HeE JOJKHO ObITh
CITy4YalHBIX U HE3HAKOMBIX JIFOJIEH;

2. Bammmail cBor0 4acTHYIO XKu3Hb. He ykasbiBail mapoiu, Teae(oHsbl,
ajpeca, JaTry TBOEro PpOXJEHHS ¢ JAPYIyl0 JIMYHYI0 HMHGPOPMaIHIO.
3JI0YMBIIIJICHHHKH MOTYT HCIIOJIb30BaTh JlaXke MH(MOPMAILIMIO O TOM, KaK ThI M
TBOHW POJIUTENH IIJIAHUPYETEe IPOBECTH KAHUKYIIBI;

3. 3Bammiail cBOK peryTaiuio - JepKH ee B YUCTOTE M 3a/aBai cebe
BOIPOC: XOTes Obl Thl, YTOOBI JIpyrHe TOIL30BATEIM BUJIEIH, YTO ThI
sarpyxaems? Ilomymaii, npexjie d9eM 4YTO-TO OMyOIMKOBaTh, HANMCATh WU
3arpy3UTh;

4. Ecnd Thl TOBOPHIIG C JIIOJBMH, KOTOPBIX HE 3HACIb, HE MCIIOIb3YH
CBOE peabHOe HUMS U JIPYTYIO JIMYHYI0 HHYOPMALMU: MMsl, MECTO JKUTEIbCTBA,
MecTo y4ebbl U rpoyee; "

5. Ws30eraii pasmenienust ¢pororpaduit B HTEpHETE, TI€ ThI M300paKeH
Ha MECTHOCTH, 110 KOTOPOH MOXKHO ONpPEAENUTh TBOE MECTOIIONIOKEHUE; -

6. Ilpu perumcrpanud B COUHAIBHOW CETH HEOOXOAMMO HCIIOJIB30BAThH
CIIOJKHBIE TAPOJTH, cOocTosmMe U3 OykB ¥ HU(P U C KOJIUYECTBOM 3HAKOB HE
MeHee 8;

7. Jlns couMasbHOH CeTH, IOYTBI M JPYTHX CalTOB HE00X0IUMO
WCTIONIB30BaTh ~ pasHele mapond. lorma eciau  Teds  B3JIOMAKT,  TO
3JIOYMBIIIJICHHAKH TIOJIy94aT AOCTYI TOJIBKO K OJHOMY MECTy, a He BO BCe



cpazy. -

DJIeKTPOHHBbIE IeHbIH

DJEKTPOHHBIE JIEHBIU - 3TO OYEHb YAOOHBIA CIIOCOO Iularexei, OIHAKO
CYILLECTBYIOT MOIIEHHUKH, KOTOPbIE XOTST [OJIYYUTh ITH JICHBIU.

DNIEKTPOHHBIE JIEHbI'H IMOSBUJIMCH COBCEM HEJIaBHO M MMEHHO U3-3a 9TOI0
BO MHOTHX IOCYZIapCTBax /0 CUX ITOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (yHKIIMOHUPYIOT U O HUX YK€ IIPOIMCAHO B 3aKOHE, I'/e
UX Pa3JIeNAOT Ha HECKOJIBKO BUIOB - AHOHUMHBIE U He aHOHMMHbIE. PasHuna B
TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOJIUTH Olepaliu
0e3 WJAeHTHOUKAIMKA T10JIb30BATENs, & B HEAHOHUMHBIX HICHTH(QUKAIUS
[10JIL30BATEJIA SBJISCTCA 003aTEILHOM.

Tarke crnemyer pazimu4uarb O3JeKTPOHHBIE (HUaTHBIE JCHBIH (paBHBI
roCy/IapCTBEHHBIM BaIIOTAM) M JIEKTPOHHBbIE HedHaTHBIC ACHLIM (HE pPaBHEI
rOCy/IapCTBEHHBIM BaJIIOTaM ).

OcHOBHBIE COBETHI 110 Oe30nacHOi padoTe ¢ IIEKTPOHHBIMHA ACHBIAMHU:

1. TlpuBsku K cueTy MOOWJIBHBIH TenedoH. DTO caMblif YIOOHBIH H
OBICTPBIN CITOCOO BOCCTAHOBHTH JOCTYN K cueTy. IlpuBsizaHHBIH Tenedon
IIOMOJKET, eClIM 3a0yJenlb CBOM IUIATeKHBIM apoib WM 3aijenib Ha CalT C
HE3HAKOMOI'0 YCTPOMUCTBA; -

2. Hcnons3y#t ogHopasosle naponu. [locie mepexona Ha yCHIEHHYIO
aBTOpHU3AIMIO Tebe y)Ke He OyAeT yrpoXkaTh ONMAacHOCTh KPaKW WIIM IepexBaTa
IJIATEKHOTO NapoJis;

3. Bwibepu cioxHsril napois. [Ipectynnukam Oyner He IpoOCTO yraaarh
CIIOJKHBIM naposib. HajesxxHble maposid - 3TO I[apoiid, KOTOpPbIE COJEpIKaT He
MeHee 8 3HAKOB M BKJIIOYAIOT B ceOsi CTPOUHBIE U IIPOIUCHBIE OYKBBI, IIU(QPHI 1
HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HaK JoJurapa, (pyHTa, BOCKJIHULATEIbLHBIA 3HaK
u 1.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM TMYHBIE JIAaHHBIE HA caliTaX, KOTOPHIM He J0BEpsIEIb.

DJIeKTPOHHAS MOYTA

DIeKTpOHHAS MTOYTA - ATO TEXHOJOTHS U MPEJOCTABISEMBIC €10 YCIIYIH 110
TIEPEChUTKE U TTOYICHHIO AJICKTPOHHBIX COOOIIEHMH, KOTOpbIE pacIIpeIeNsioTCst
B KOMMBIOTEPHON ceTH. OOBIMHO DIEKTPOHHBIM ITOYTOBBIA SIIMK BBITIAAT
CIEAYIOMMM O0Opa3oM: HMs TONb30BaTeNs (@ uMsl JoMmena. Takxe Kpome
Hepeaayy MpoCTOro TEKCTa, MMEeTCsl BO3MOXKHOCTD IIepe1aBaTh (haiibl.

OcHOBHEBIE COBETHI 110 Oe30nacHoi paboTe ¢ IEKTPOHHOMN ITOUTOM:

1. Hamo BeIOpaTh NMpaBUIBHBIA ITOYTOBBIA CEPBUC. B wuHTEpHETE €cTh
OI'POMHBIHM BBIOOP OECIUIATHBIX IOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIE IOBEPATH
TeM, KOTO 3Haelllb U KTO IePBbIi B PEHTHHIE;

.2.  He ykassiBaif B JMYHON mnoYTe JWMYHYK HHpopmanuio. Hampumep,
Jydiie BeIOpaTh "My3bikanbHbli_(anat@" win "pox2013" Bmecro "temal3";

3. Vcrmonp3y# OBYXOTAHYIO aBTOPU3ALMIO0. DTO KOIJa IMOMHMO I1apoJis
HYKHO BBOJHUTD KOJI, IPUCBUIAEMBIN 110 SMS;

4. BpiOepu crnoxublil maposis. st Kax0ro I0YTOBOIO AIIMKE J0JIKEH
ObITh CBOM HAJEKHBIH, YCTONYHMBBINA K B3JIOMY 11apOJIb;

5. Ecnm ecTs BO3MOXHOCTH HAlucaThb CaMOMY CBOM JIMYHBIH BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6.  Vicmomp3y#t HECKOJBKO IOYTOBBIX SIIIMKOB. IlepBeli s 9acTHOM
HePENUCKH C aJIpecaTaMy, KOTOPBIM Thl JOBepselb. ITO 3JeKTPOHHBIA aJipec He



HaJ0 MCHOJIB30BaTh IIPH PEruCcTpallli Ha popyMax U canuTax;

7. He orkpsiBail (ailyibl U Ipyrue BIOKEHUs B ITMChMaXx, Ja)e eClIH OHU
NPHUIIIKA OT TBOUX Jpy3el. JIydlle yTouHHM y HUX, OTHPABISUIN JIK OHU Tebe 3Th
Gaitbr;

8. Ilocne oxoHYaHUs pabOThl Ha IIOYTOBOM CEpBHCE Iepe]l 3aKphITHEM

BKJIQJIKU € caiiToM He 3a0yab HaxaTh Ha "Berit".
KubepOy/lsiMHT HIH BUPTYaJIbHOE H3/IEBATEILCTBO

KubepObymmmar - mpeciegoBaHWe  COOOINCHHSMHE,  COJEPIKAIAMH
OCKOpOJIeHUs,  arpeccuio,  3alyruBaHWe;  XYJHUTaHCTBO;  COLMAJIbHOE
OOMKOTHPOBaHHME C TIOMOIIBIO Pa3IHYHBIX HHTCPHETCEPBHUCOB.

OcHoBHBIE COBETHI 110 00pBOE ¢ KHOEPOYUTHHIOM:

1. He Opocaiics B Ooi. Jlyummii cmoco6: mocoBeToBaTbCs Kak ceds
BECTH U, €CIIM HET TOTr0, K KOMY MOKHO OOpaTHTBCS, TO BHAYajle yCIOKOUTECS.
Ecnm Tl HauHemp oTBeYaTh OCKOPOJICHUSMH HAOCKOPOJIEHHS], TO TOJBKO €lle
OoIbIe Pa3oKIKENTh KOHPITHKT;

2.  Ymopasnsit cBoel Kkubeppemyralmei;

3.  AHOHMMHOCTH B ceTd MHUMAas. CyHIeCTBYIOT CIOCOOBI BBIACHUT,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJUIaHCKHI 00pa3 BUpPTyallbHOM sxM3HHU. MHTEpHET
dUKCHpyeT Bce TBOM JEHCTBHS M COXpaHACT HX. YIaTuTh HUX OyJaeT KpaiiHe
3aTpy/IHUTENIBHO;

5. Cobaronait cBOIO BUPTYAILHYIO H€CTh CMOJIONY;

6. MHWrnopupy#t enuuwuneni HeraTwB. OXHOPa30BBIE OCKOPOUTEIBHbIE
cooOIIeHusT Jy4iie urHopupoBaTb. OOBIMHO arpeccust NpeKpamiaeTcs Ha
HayaJlbHOM CTaIHH;

7. bam  arpeccopa. B  mporpammax oOMeHa  MI'HOBCHHBIMM
COOOIIEHUAMH, B COLMAIBLHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHMPOBKU OTIIPaBKU
COOOIIEHUH C ONPE/ICIEHHBIX aJIPECOB;

8. Ecmu T cBuzmerens kubepOyimunra. TBou JeHCTBHS: BBICTYIIUTD
IIPOTUB IIpeclie/oBaTelNIs,lI0Ka3aTh €My, 4YTO €ero JeWCTBHMS OLIEHUBAIOTCS
HETaTUBHO, IOJJIepXkKaTh JXEPTBY, KOTOPOH HYKHAICHXOJIOTHYECKas MOMOUIb,
COOOIIMTBH B3POCIIBIM O (haKTe arpecCHBHOTO TIOBEJCHHS B CETH.

MobOuabublii Tesedon

CoBpeMeHHBIE CMapT(QOHBI W IUIAHIICTHI COIEp)KaT B cebe BIOIHE
B3pOC/BIM  (QYHKIMOHAI, H Telepb OHH MOTYT KOHKYPHpOBaTh CO
CTallMOHAPHBIMH KoMIbloTepamu. OJHAKO, CPEJACTB 3aIIATHI JUIA TMOJ00HBIX
YCTPOHCTB IMOKa OYeHb Majo. TecTHpoBaHWe M IIOMCK YS3BUMOCTEH B HHX
IIPOUCXOAUT He Tak HHTeHcuBHO, Kak g [IK, To ke camoe kacaercs W
MOOHUITBHBIX TPHUITOKEHHH.

-CoBpemennble MoOWiIbHBIe Opay3epbl ykKe IIPaKTUYeCKH JIOTHAJM
HACTOJIbHBIE aHAJIOTH, OJHAKO paciiupeHHe (YyHKIMOHANA BiedeT 3a co0oH
OOJBIITYIO CITOKHOCTH ¥ MEHBINYIO 3aIHIIEHHOCTb. ;

Jlaleko He Bce NMPOM3BOJIMTENH BBITYCKAIOT OOHOBJICHHS, 3aKpBIBAIOIIUE

KPHTHYECKHEC YA3BHUMOCTH J1JIs CBOMX YCTpOﬁCTB.
OCHOBHBIE COBETHI JUJTIs 0e301macHOCTH MOOHIIEHOTO Teﬂe(l)()Ha:

Huuero ne sBnseTcs mo-HacTosimeMy OecruiaTHBIM. Byas ocTopoxeH,
BeJlb Koraa Tebe npeaiararoT OeCIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue - TO IJIaTHbIE YCIIyTH;

Jdymaii, mpexjae dyeMm oTnpaBuThb SMS, dorto mimm Bugeo. Tsl TOYHO



3HaeIb, Tle OHU OYIyT B KOHEYHOM HUTOTE?

Heobxonumo OOGHOBIATH OMEpAIMOHHYIO CHCTEMY TBOEIO
cMapThoHa;

Wcnone3yld aHTUBUPYCHBIE IIPOrpaMMBl JJIsI MOOMILHBIX
TelIe(OHOB;

He 3arpyxail nmpuioxeHHs OT HEW3BECTHOI'O MCTOYHMKA, BeIb OHHM MOIYT
COJIepKaThBPEOHOCHOE NMPOrpaMMHOE 00eCTIeUeHHE;

[Tocne Toro xak THI BRIMACIIB C caiiTa, IJie BBOJWI JHYHYIO HH(DOPMAIIHIO,
3alild B HACTPOUKHM Opayzepa u yjaiu cookies;

Ileproanuecku mpoBepsii, Kakue IUIATHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM
HoMmepe; JlaBaiicBoi HOMep MOOMIBHOTO Tele(OHA TOJBKO JIFOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSIEIlb; '

Bluetooth nomxen OBITH BBIKIIOYEH, KOTJ@ ThI MM HE MoJjb3yemscs. He
3a0bIBaif MHOTJAIIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHBIE OHJIAWH-UTPBEl - 3TO Kpaco4HbIe, 3aXBaThIBAIOIIHE
pasBieueHus, O0BEMHSIONIMEe COTHU THICSY 4YeJOBEK 110 BceMy mupy. Mrpoxu
UCCIIEAYIOT IaHHBIH UM MHUD, OOWIAIOTCS JIPYT ¢ JIPYTOM, BBITMOJHSIOT 3aaHHs,
CPaXKalTCs C MOHCTPAMH M IIONYYalOT OIBIT. 33 YIOBOIBCTBHE OHHM TIIATST:
II0KYAIOT JMCK, OILIAYHBAIOT aGOHEMEHT MM MPHOOPETAIOT KAKHE-TO OITIIHH.

Bce 3T cpeacTBa uayT Ha MOAJACpKAHHE M Pa3BUTHE UIPHI, @ TaKXkKe Ha
caMy 0e30IacHOCTE: COBEPILEHCTBYIOTCS CUCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCS
HOBblE NaT4d (UGPOBBIE 3aIUTATKH JUIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH
CepBEPOB. '

B nomgoOHBIX HMrpax CTOHWT oIacaThCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa:KM TBOETO IapoJis, Ha KOTOPOM OCHOBaHa CHUCTeMa aBTOPH3allUU
OOJBITHHCTBA UTP.

OcHOBHBIE COBETEHI 110 OE30MMaCHOCTH TBOETO HIPOBOTO aKKAYHTA!

1. Ecmm ppyro#t wurpok Bejer ceOsi IUIOXO WIM co3maeT Tebe
HENPUSTHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. lloxanyiicst aJMUHHCTpaTOpaM WIPhl Ha IJIOXO€ IMOBEIEHHE
3TOr0 MrpoKa, >KelaTelbHO IPHIJIOKUTh KaKWe-TO JoKa3arelbcTBa B BHJE
CKPHHOB;

He yxa3piBait muunyro uHbopMaIuio B podaiiie Urpsl;

YBakail Ipyrux y4aCTHHKOB I10 UI'DE;

He ycranaBsnuBaii HeopUIIHaIbHbIE TIATYH U MOJIBI;

Hcnons3yii cinosxHbie U pa3Hble apoiu;

7. Jlaxke BO BpeMs UIphl HE CTOMT OTKJIIOYaTh aHTUBHUpyC. Iloka T

UI'paelllb, TBOH KOMIIBIOTEP MOIYT 3apa3UTh.
"MDHIIHHT WK KPaXa JHYHBIX JaHHBIX

OOBIMHOMN KpaKel IeHer U JIOKYMEHTOB CEeTrO/IHS YK€ HUKOTO He YJ/IUBHIIIb,
HO C pasBUTHEM MHTEPHET-TEXHOJIOTHM 3II0YMBINUIEHHUKM [IEPEMECTHIINCH B
MHTEPHET, U [IPOJ0JDKAIOT 3aHUMAThCs "TIOOUMBIM" J1eJIoM.

Tax mosBHIack HOBas yrposa: HHTCPHET-MOIICHHHYECTBA HJIM (DUILINHT,
rJlaBHAsl 1eJlb KOTOPOI'O COCTOUT B IOJIYYEHHH KOH(UIEHIIMAIbHBIX JIAHHBIX
[ojb30BaTesiel - JOrmHOB W maponei. Ha anrmiickom s3eike phishing
yutaercs kak ¢umuHr (0T fishing - peidHas 1oBis, password - IaposIs).

OcHoBHEIE COBETHI 110 00pLOe ¢ GUIIHHIOM:

.O'\Lh-bbJ



. - Cnenn 3a cBOMM akkayHTOM. Eciu Thl Ilojo3peBaelib, YTO TBOS
aHkera ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KHPOBaThL €€ U COOOITHTH
a/IMMHHCTpaTOpaM pecypca 00 3TOM KaK MOXKHO CKopee;

2. Hcnonw3yit Oe3omacHble BeO-caiiThl, B TOM 4YHCJE, WHTEpPHET-
Mara3uHOB U IMOUCKOBBIX CHCTEM;

3. Hcnonw3yi#t crioxHble ¥ pa3Hble maposin. Takum obpas3om, eciid Teds
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH IOJIy4YaT JOCTYIl TOJBKO K OJIHOMY TBOEMY
npoduITIo B CETH, a He KO BCEM;

4. Ecnu tebs B3moMamu, TO HEOOXOJHUMO MPEAyNpPeIUTh BCEX CBOMX
3HaKOMBIX, KOTOpBbIE 100aBIeHbl y Te0s B IPY3bsX, O TOM, YTO TeOs B3JIOMAJIH H,
BO3MOJKHO, OT TBOEro HWMeHHM OyJeT pacchUIaThCsi CIaM W CCBUIKA Ha
(UITMHIOBBIE CAUTEI;

5. VYcranosu HajexHbIH 1apois (PIN) Ha MOOHIBHEBIN TenedoH;
6. OTkirouu coxpaHeHue napois B Opaysepe;

7. He oTkpsiBaii haiiisl U Ipyrue BIOXKEHHUS B MMMCbMAX, JIaKe €CIIM OHU
MIPUIIUTA OT TBOWX Jipy3ei. JIydiie yTouHM y HUX, OTIPABISUIN JIM OHU Tebe dTH
(aitbl.

Indposas penyrauus

[{udposast pernyTanus - TO HeraTUBHAs WIIM [O3UTHUBHAS WH(pOpMAIUs B
cetn o Tebe. Kommpomernpyromas nHpopMaIus, pa3MelleHHas B UHTEPHETE,
MOXeT Cepbe3HbIM 00pa30M OTPa3uThCs Ha TBOeH peanbHo xu3nn. "lndposas
penyTarus” - 3T0 TBOH HUMHJIK, KOTOPBIA (opMupyeTcst 13 uHGpopMauu o Tebe
B MHTEPHETE.

Troe w™ecTo KuTenbcTBa, YueObl, TBOoe (PMHAHCOBOE IIOJIOKEHHE,
0COOCHHOCTH XapaKTepa M pacckassl 0 OJIM3KHUX - BCE ITO HAKAINIMBAETCS B CETH.

MHorue moapOCTKH JIEFKOMBICICHHO OTHOCATCH K ITyOJIMKAI[MH JIHYHOM
nHpopManuu B MHTEpHETE, HE MOHUMAasl BO3MOXKHBIX MOCIEACTBHH. ThI Jaxe He
CMO’Kelllb JJora/laThes 0 TOM, 4To (ororpadusi, pazMereHHas S JIeT Ha3all, crajla
IPUYUHON OTKa3a MPUHSATEL TeOs Ha padoTy.

KomMmeHTapuu, pa3MmeleHne TBOMX (ororpapuil u apyrue neicTsus
MOT'YT HE UCUE3HYTb Jaxe I10clle TOro, KaK Thl UX yAalulib. Tl HE 3HAelIb, KTO
COXpaHWw 3Ty HHQOpPMAIMIO, Ionaja JIM OHAa B IIOMCKOBBIE CHCTEMBI M
COXpaHWJIach JIM OHA, a TJIABHOE: YTO TMOJYMAIOT O TeOe OKPYKAIOLIME JIHOJH,
KOTOpBIe HAUIYT M yBUIAT 5T0. HaliTn nudopmManvio MHOIO JIET CILYCTs CMOMKET
n000# - Kak u3 Jo0phIX NMOOYkKIACHHH, TAK U C HAMEPEHUEM IIPUYMHHUTEL BPEJ.
IT0 MOKET OBITh KTO YTOJHO.

OcHOBHBIE COBETBI 110 3a1dTe UGB POBOM pelLyTalluu:

1. Ilomxymaii, mpesxie 4eM 4To-TO IyOJIMKOBATh U IiepeaBaTh y ceOs B
0Jiore MM B COLMAILHOM CETH;

2. B mHacrpoiikax npoduias ycTaHOBH OIpaHUYECHUAHA IIPOCMOTP $
TBOEro NpoQHIss M €ro COAEP)KUMOTro, CHelail ero TOJbKO 'Iuis
Apys3eii"; '

3. He pasmemiaii u He yka3biBalh HMH(GOPMALHMIO, KOTOpas MOXKET
KOTo-JM00 OCKOPOIIATH WITH OOMIKATE.

ABTOpCKOE IPaBO

CoBpeMeHHbIe IIKOJIBHUKK - AKTHBHBIC II0JB30BaTE/M LHU(POBOTO
npocTpancTBa. OgHAKO [aleko HE BCE 3HAIOT, YTO I10Jb30BaHHE MHOIHMMU
BO3MOXKHOCTSIMH ~ 1H(poBoro Mupa Tpebyer coOirofeHHs IIpaB  Ha
VHTEIJIEKTYallbHYIO0 COOCTBEHHOCTD.



Tepmun "uHTEIEKTYya bHas COOCTBEHHOCTB" OTHOCHUTCS K Pa3/IM4HBbIM
TBOPEHHMSIM YEJIOBEYECKOr0 yMa, Ha4dMHas C HOBBIX H300pETEeHHMH M 3HAKOB,
0003HavYaIOMMX COOCTBEHHOCT Ha MPOJLYKTHI U YCIYTH, U 3aKaHYMBas KHUTI'aMH,
dororpadusMu, KHHODUIEMAMH U MY3bIKAJIbHBIMH ITPOU3BE/[CHUSMH.

ABTOpCKHE IpaBa - 3TO IpaBa HAa WHTE/UIEKTYaIbHYIO COOCTBEHHOCTh Ha
NPOU3BEEHUS HAYKH, JTUTEPATYPhbl U UCKyccTBA. ABTOPCKHE IIpaBa BLICTYIIAIOT
B KaueCTBE TapaHTHU TOTO, YTO HHTEIUICKTYaJlbHBII/TBOPYECKUI TPyl aBTOpa He
OymeT HampacHBIM, JacT €My CIPaBe/UTMBBIE BO3MOXKHOCTH 3apaborarbh Ha
pe3ylbTaraXx CBOEro Tpyjad, NOJNY4YHTh W3BECTHOCTH W Ipu3HaHume. Hukro
O6e3 pa3pemeHHUs aBTOpa HE MOXKET BOCIPOU3BOAUTH €ro IPOU3BEICHHE,
pacripoCTpaHsiTh, IMyOIMYHO JEMOHCTPUPOBATh, IPOAABATH, HMIIOPTHPOBATD,
MyCKAaTh B MPOKAT, MyOJIMYHO UCIIOIHSTE, ITOKA3bIBATL/UCIIOIHATE B d(QUpe HIIH
pasmewiars B MaTepHere.

WUcnonp3oBanue '"muparckoro” IporpaMMHOIO  OOeCredeHHsl MOXKEeT
IPUBECTH K MHOTUM pPHCKaM: OT IOTEpH aHHBIX K TBOMM akKKayHTaMm 10
OJIOKMPOBKH TBOEr0 YCTPOMCTBA, I/le yCTaHOBJICHA HelleraiabHas nporpaMma. He
CTOMT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JlerajbHble M OecruiaTHble
IPOrpaMMbl, KOTOPbIE MOKHO HAaUTH B CETH.

O noprasne

CereBuuok.pd - TBOH TINIABHBIA COBETUYHMK B CETH. 3J1€Ch Thl MOXKEIIb
y3HATH O OC30MACHOCTH B CETH TIOHSATHBIM M JIOCTYIIHBIM S$3bIKOM, & IIpH
BO3HMKHOBEHHH KPHUTHYECKOH CHUTyallud OOpaTHThCS 3a COBETOM. A TaKKe
MPUHSITH Y4aCTHE B KOHKYpPCaX M CTaTh CaMBbIM [IU(POBBIM I'Pak[aHUHOM!

MHCTPYKIUS JUISI OBYYAFOIUXCSI
OB UH®OPMAIIMOHHOI BE3OIIACHOCTH

HEJIb351

1. Bcem moapsg coo0umars ¢BOIO YacTHYI0 HH(OPMALUIO (HACTOALIME
uMsl, hamuiTHio, TeedoH, ajapec, HOMep IIKOJbI, a Takke (GoTorpaduu CBoOM,
CBOEH CeMbH U JIpy3eil);

2. OrKpbIBaTh BIOKEHHBIC (DaliIbl AIIEKTPOHHOM IOYTHI, KOIjla HE 3HACHIb
OTIHPABUTEIIS;

3. I'pyOuTh, IpUAMPATEHCS, OKa3bIBATh JaBICHHUE - BECTH Ce0sl HEBEKIIMBO U
arpeccuBHO;

4. He pacriopsbkaiicst JeHbraMi TBOe ceMbH 0€3 pa3pelieHus CTapIiX -
BCeryla CrpaliBai poauTeneii;

5. He Bcrpeuaiics ¢ HMHTepHET-3HAKOMBIMH B peajbHOM KH3HM -
IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY J10BEpseIIb.
OCTOPOXHO )

1. He Bce mumyT npasny. Yuraems o cebe HempaBay B I/IHTepHeTe’ -
co00mM 00 5TOM CBOMM POAUTEISIM HIIM OIIEKYHaM;

2. IIpHIIamaoT IepenrchiBATLCS, HTPATh, 0OMEHUBATLCS - IPOBEPB, HET JIA
110/IBOXa;

3. HesakoHHoe konupoBaHue (ainos B MHTepHETE - BODOBCTBO;

4. Bcerma pacckaspiBail B3pOCIBIM O TpodiieMax B CETH - OHM BCerja
IIOMOT'YT;

5. Mcmoms3y#t HacTpoiiku 0e30MacHOCTH M INPUBATHOCTH, 4YTOOBI HE
1IOTEePSATH CBOM aKKayHTBI B COLICETAX M JIPYIHX Ioprajiax.



MOXHO
1. ¥YBaxail Ipyrux rnoias3osaresieii;
2. Ilonw3yewbest UETEpHET-UCTOYHUKOM - [1eJ1ai CCBLIKY Ha HEro;

3. OTKpbIBai TOJBKO T€ CCBHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbess 3a MOMOIIBIO B3POCIBIM - POJUTENH, OIEKYyHbI U
aIMMHUCTpAllMsg CaiTOB BCera MoMoryT;
5. Ilpoiian obyuenue na caiire "CereBuyok" u HOJTyYU

1acropT IHU(POBOTO rpakaanuHal



