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Hucrpykuus

ANs 00y Yaromuxes mo obecmeyenuro HHpOPMAUHOHHOI] besomacnocTu pH
HCNOIb30BAHUM CeTH «HuTepuer» nas PasMemenu s B yue6HnIx Kabuuerax,
B KOTOPBIX OCyMIeCTBIsIeTes AOCTYN B ceTh «HMuTepHETY

Komnbroreprpie BHPYCBI

Komnsiorepusiit Bupye - s1o Pa3HOBUIHOCTE KOMITBIOTEpHBIX nporpamm,
OTIIHIHTeNEHON  0coBGeHHOCTLIO KOTOPOH  siBISeTCS  crocobHOCTE K
PasMHOXeHU0. B nononuenme i STOMY, BHPYCBI MOIYT IOBPEIUTH MK
HOTHOCTBIO  YHHYTOXHTL  Bce baiinel  w nammELe, HOAKOHTPOJIbHEIE

TalOKE TIOBPENHUTh WM MaXke YHHYTOKHTE OIEPALUOHHYI CHCTEMY CO BCeMH
(aiinamu B mesom. B OonbmmHCTRE Cryyaen PaCIlpOCTPaHsIOTCs BUPYCHI Yepe3
HHTEPHET.

Merozsl samurer ot BPCIOHOCHBIX IIPOrpamm:

1. Hcrnonesyii  coBpemennsre OTICPALIIOHHBIE  CHCTEMBI, HMEIOIIHE
CEePBE3HBIN YPOBEHB 3AIUTET OT BPEIIOHOCHBIX IPOIpamMM;

2. Ilocrosuuo ycramasmmsai marum (madposele samiarky, KOTOPBIE
ABTOMATHYECKH YCTAHABIMBAIOTCA ¢ 1EJIBIO AOPabOTKHU TIPOrpaMMb) 1 Japyrue
OOHOBIIEHUS  cBOEi] ONEPALMOHHOM cHcTembl. Ckauympaii ux TOJIBKO ¢
oduImansHoro  caiira paspaboruuka OC. Ecim CYIIECTBYET pexuMa
ABTOMATHIECKOI'0 OOHOBIEHMS, BKIIFOUM €ro;

3. Paborait Ha cBoem KOMIBIOTEpe IOA IpaBamu NOJIB30BATENS, a He
ANIMUHUCTPATOpa. DTO HE TO3BONHT OOJNBIIMHCTBY BpesOHOCHEX IporpaMm
HHCTAIUTMPOBATECS HAa TBOEM IIepPCOHATbHOM KOMIIBIOTEpE;

4. Hcrnonesyit antesupycuse IIDOTPAMMHBIE NPOJIYKTBl HM3BECTHBIX
[IPOM3BOJIUTENIEH, C ABTOMATHYIECKUM 0OHOBIEHEM 6as;

5. Orpanuds $pusmgeckmii AOCTYI K KOMIIBEOTEPY ISl HOCTOPOHHKX JTHLI;

6. Hcrnons3ydl BHemHwe mocuremn MH(DOPMalKK, Takme Kak Qrenixa,
AUCK WA (balin U3 uHTEepHeTA, TONBKO 13 TIPOBEPEHHBIX HCTOYHHKOB;

7. He orkpsIBait KOMIIBIOTEpHEIC (alIbl, TOTyYeHHbIe 13 HEHaeXKHBIX
UCTOYHUKOB. [Jlaxxe Te daifipl, KOTODBIE TIPUCIANl TBOM 3HAKOMBIL. Jlyuie
YTOUHH Y HEro, OTHPABIISIL I OH Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BUJl IIEpeTayl JaHHLBIX, He TCXHOJIOTHS, a BCEro JIHIIL
Openn, Mapka. Emre g 199] TONy HULCpIaHICKas KOMITAHUS 3aperucTpupoBana
Opern "WECA", uro obo3Havgano croBocoueTaHMEe "Wireless  Fidelity",
KOTOPBIH NEepeBOIUATCS KaK "Gecrposoanas TounocTs".

Ho mamero Bpemenn Aolula jpyras ab0peBuarypa, KOTOpasi SBISETCS
TaKOH JKe TeXHOJIOorwmeir. to abbpesmarypa "Wi-Fi". Taxoe HazBaHue ObLIO
A@HO ¢ HAMEKOM Ha CTaHAapT BBICIIet 3ByKoBoH Texnuku Hi-Fi, yro B nepeBoe



O3Ha4aeT "BBICOKAS TOYHOCTE',

Ha, OecruraTHmrit HHTepHET-TocTYyn B kade, orensx wu aspornoprax
ABIIACTCA OTIIHYHON BO3MOMKHOCTLIO BbIXOna B uHTepHeT. HO MHOTrHME IKCTIePTELI
CIHUTAIOT, 4TO obuenocTynusre Wi-Fi cetu e SIBIISIIOTCS O€30MACHBIMIA.

Cosetsl 110 6e30macHocTy PaboThI B 06IIENOCTY IHEIX ceTsix Wi-fi:

I. He mepepnasaii cporo TTHYI0 HHQOpMalHo gepes obmenocTynHsie
Wi-Fi cetu. Paboras BHHX, JKEIaTCIBEHO He BBOTUTE LIapOJIH TOCTYIIA, JIOTMHDLI |
KaKHe - To HoMepa;

2. Hemonesyii u o6HOBISI; AHTHBUPYCHBIE IIPOTPAMMEI H Opangmayep.
Tem cameiM T8I 06e30macHmb ce6s ot 3aKadkH BMpYca Ha TBOE yCTPOHCTRO;

3. Ipn ucnomssosanun Wi-Fi oTkmoun Gyuknmio "O6muit JOCTYTI K
haiinam w npurTepam”. Haunas dynkus 34KpBITA 110 YMOJYAHUIO, OIHAKO
HCKOTOpEBIC 1I0Tb30BATENM AKTUBHPYIOT ce AN YyIOOCTBAa MCIIONB3OBAHUS B
pabore wiu ygede;

4. He wmcronssyii my6mmansii WI-F [ nns nepemaun muanerx JIaHHBIX,
HAIpUMEp IS BEIXONAB COUMANTBHbIC CETH WM B SIIEKTPOHHYIO TTOYTY;

5. Hcnombsy#i tomsko 3alUIIEHHOE COEUHEHUE gepe3 HTTPS, a ue
HTTP, r.e. npu maGope BeD-asipeca BBOIM UMeHHO "https:/";

6. B MobumsHOM Tenedone orkiroun dyuxumo "Toaxmodenue x Wi-Fi
aBToMarndecku’. He nomyckaii aBroMarnueckoro TIOAKIIIOYEHHS YCTPONCTRA K
ceram Wi-Fi 6e3 TBoero cormacus,

Conuaneunie ceTu

CoumainsHeie cetnt akTUBHO BXOJIAT B HAITY XH3Hb, MHOTHE IO paboraror
1 KUBYT TaM IOCTOAHHO. MHOIMe MOJb30BaTENH He IOHUMAIOT, YTO HH(OpMAIHs,
PASMCINCHHAS. UMH B COIMAILHBIX CETAX, MOKET GbITL Haljlena H HCIIOIB30BaHa
KEM YTOIHO, B TOM 4HCIIe He 00S3aTeTbHO ¢ 6TaruMu HaMEepeHHIMHU.

OcHOBHEIE COBETHI 110 Ge30TaCHOCTH B COLIMAJIbHBIX CETSIX:

1. Orpanmus crmcok Apysed. Y T1ebs B APY3bAX He MOKHO GbITH
CILyYaHHBIX ¥ HE3HAKOMBIX JTEOJIei;

2. 3ammmait cBoro HacTHyIo xu3mb. He ykaseisaii maposm, TelleonEI,
aipeca, maTy TBOEr0 pOXICHHUS w© APYTYIO  IHYHYIO  HH(DOPMALHIO.
3IOYMBIIEHHUKN MOI'YT HCITO/IB30BATE Aaxe MHQOPMAaIMIO O TOM, K4K ThI U
TBOU POTHUTEIN ITAHUPYETE TPOBECTH KAHUKY.TEI;

3. 3ammumaii cBorwo PEIYTALMIO - NEPXKKU €e B YHCTOTE W 3amaBaii cebe
BOIIPOC:  XOTelX OBl ThI, 4YTOGK JAPYIHE MOTB3OBATEIH BH/EIH, YTO TBI
sarpyxaems? Ilomymait, mpexme wem 4ro-to OIyOJIMKOBATh, HAIHCATL W
3arpy3uTh;

4. Ecmu Te1 rosopunis ¢ momsmu, KOTOPBIX HE 3HACUIb, HE HCIONb3Yi
CBOC PEAILHOE NMS U JIPYIYIO IHYHYIO HH(DOPMAITHH: UM, MECTO JKUTEJLCTBA,
MECTO y4eObl U npouee;

5. Hs0erait pasMermenus dororpaduii B Uutepuere, rie Thr H300paken
Ha MECTHOCTH, 110 KOTOPOH MOXHO OHMPENETHTh TBOE MECTOIIOI0XKEHHE;

6. Ilpu perucrpanmm B commansrol ceru HEOOXOMHMO HCIONB30BATE
CIOJKHBIC MApONIM, COCTOSINME U3 OYKB u LUQpP U C KONUYECTBOM 3HAKOB He
MeHee §;

7. Jnsa conuanbHOR ceTH, mouTEl W APYTHX CaWuTOB HEeo0XOIUMO
UCIIONB30BaTe  pasHele maponu. Torma ecnd  Tebs B3JIOMAaOT,  TO
SMOYMBIIUIEHHUKH TIOJYYaT AOCTYI TOJNBKO K OIHOMY MECTY, a He BO Bce



cpasy.

DIIEKTPOHHEIE JeHbI |

OIEKTPOHHEIE IGHETH - 5T OYeHE YIOBHBIA crioco6 mmatexeit, ommako
CYILECTBYIOT MOIICHHUKH, KOTOPDIE XOTST IIOJIYYHTh 3TH IEHbIH.

JIEKTPOHHbIE MeHbIM MOSBHIHCE COBCEM HENABHO U MMEHHO M3-33 3TOrO
BO MHOTHX rOCY1apcTBaXx /10 CUX MOp He IIPOITHCAHO IIPO HHEX B 3aKOHAX.

B Poccun sxe onn (QYBKUHOHHPYIOT ¥ 0 HuX YK€ IPOIIUCAHO B 3aKOHE, TIe
HX Pas/CNAIOT HA HECKONBKO BHIOB - AHOHUMHBIC ¥ He aHOHuUMHBIEe. Paznuna g
TOM, HTO aHOHHMHEIE - 3TO Te, B KOTOPBIX pasperiaeTcst IPOBOAUTE Olepariu
6e3s  mueHTHUKarMYT IIONIb30BATENs, @ B HEAHOHHUMHEIX HIAEHTUDUKALMS
II0JIb30BAaTeIs ABIACTCS 00I3ATEIBLHOL.

Taxke crnemyer pasnmuars ONCKTPOHHBIE (UATHBIE JIeHLIU (paBmHBI
TOCYHAPCTBCHHBIM BAIIOTAM) U DITEKTPOHHBIE HeHaTHBIC JeHbMH (He panmbi
TOCY/APCTBEHHBIM BalfoTaM).

OcHOBHEIE coBeTHI 110 6e30nacHOi paboTe ¢ 3NeKTPOHHBIMU HeHbraMu:

L. Tlpussxy k cuery mo6mMIBHBIN TenedoH. DTO caMmblii YaoOHEI ¥
OBICTPEI CIOCO6 BOCCTAHOBUTE AOCTyl K cuery. llpusszanmsrii Tenedon
[TOMOXET, ecnH 3a0ylelllb CBOM MIIaTe)KHEI [Iapos WA 3aiiienis Ha caiit c
HE3HAKOMOI'0 YCTPOMCTBA,

2. Henonssyit omropazossie mapoinu. Ilociae nepexona na YCHIIEHHYIO
dBTOpU3auIO Tebe yike He GymeT YIrpoKaTh ONAcHOCTE KpaXXH WM ITepexsaTa
IUIATEKHOTO ITapoJIs;

3. Bribepu cnoxubrit mapoon. Ilpectynuukam 6yner we IIPOCTO yragarh
CHIOXHBIA n1apons. Hamexnsle mapomu - sto 11aposd, KOTOpLIE comepskaTr He
MEeHee 8 3HAKOB U BKIIOYAIOT B cebs CTPOHHBIC U NPOIUCHBIE OYKBEL, HMPHI U
HECKOIbKO CHMBOJIOB, TAKHE KaK 3HAK Hoinapa, QpyHTa, BOCKIUIATENLHbH 3HAK
u 1.11. Hanpuwmep, $tROng!;;

4. He BBOIY CBOM NHYHBIE NaHHLIE Ha CalTax, KOTOPBIM HE JOBepselb.

DIIeKTPONHAS 04T

OIEKTPOHHAs 10YTA - 3TO TEXHOIOIHS I [IPENOCTaBIIsSIEMBIC CH YCIYTH 110
ICPECLLTKE U MOIYYEHHUIO 3IIeKTPOHHBIX COODIIEHUH, KOTOpbIe PaCIIpeIeIIsOTCS
B KOMIBIOTEPHOH ceTH. O6BIYHO SJICKTPOHHBIM TIOYTOBBIH SIMK BBICIISIHUT
CICIYIOMHM 00pa3oM: MM I[IOIb30BATENLS] @ wmst nomena. Taxske KpoMme
[€peain MPOCTOro TEKCTA, UMEETCS BO3MOIKHOCTE IIepeaBaTh (haiisl.

OcHoBHBIE coBeTHI 110 6e30macHoi paboTe ¢ 2IIeKTPOHHOM MOYTOI:

. Hapo BriGpars NPAaBHIIBHBIA [IOYTORBIH ceppuc. B unrepnere ects
OIPOMHBIH BBIOOP OECIIIIATHBIX MOYTOBLIX CEPBUCOB, OIHAKO JIyYIle [OBEpSAThH
TEM, KOro 3Haellb U KTO IIEePBHIi B pEUTHHTE;

2. He ykaseiBail B nmuumoil moure JTAYHYI0 HH()OPMALHIO. Hanpumep,
JTy4lle BLIOpATh "My3bIKabHBIN_anat@" uiu "pok2013" Bmecto "remal3";

3. Hcnone3yii ABYXSTAIHYIO aBTOPU3ALHIO. DTO KOI/A TOMUMO rapoJs
HY>XHO BBOJIUTH KOII, TPUCELIIAEMEILH 110 SMS;

4. Bribepu ciosxubri napoie. Jns Kaaoro mouytoBoro SUIUKA JIOJIKEH
OBITH CBOH HaJIe)KHBIA, YCTOMYUBEIN K B3JIOMY HapOJIb;

5 Ecmu ects BO3MOXHOCTS HammcaTs CamMOMy CBO# JIMYHBIH Bompoc,
UCIIOTIB3Y# 3Ty BO3MOXKHOCTE,

6.  Mcroneayil HECKONBKO MOYTOBBIX AMUKOB. [lepBrIit s wactHolM
[IEPEINCKH ¢ ajpecaTaMt, KOTOPBIM ThI AOBEPSLIIb. DTO IMEKTPOHHBIH aJipec He



Hallo UCIOJb30BaTh IIPU PETUCTPALIAM Ha ¢opymax u caitrax;

7. He orkpsiBaii baitisr u HApyI'HMe BIIOXKEHHS B IUCBMAX, TaXe €ClIU OHM
TIPHILTH OT TBOMX Apy3edd. JIyymre yTounu Y HHX, OTIPaBIISIIM JIM OHH Tebe 3TH
(aiimer;

8. Ilocne okoH4aHus paGoTh Ha HOYTOROM CEpBHUCE IEPEN 3aKPBITHEM
BKJTAJIKK € CaiTOM He 3a0y 1 HakaTh Ha "BLiiTa".

KubepGymunr win BHPTYAJIbHOE M31€BATE/ILCTRO

Kubepbynmuur - lIpecienoBanre  coobuIeHIsIMY, COIEepPIKAIMMHU
OCKOpONienus,  arpeccuro, 3allyTMBaHMe;  XyJNHTaHCTBO,  COLMATBHOE
bolikoTHpOBaRUE ¢ TOMONTBIO Pa3TMIHBIX HHTEPHETCEPBHUCOR.

OcHoBHBIE cOBETHI TI0 Goprbe ¢ KUbEpOYLTUHIOM:

1. He 6pocatics B 6oit. Jlyanmit crmoco6: nocosetoBaThcs Kak cebs
BCCTH U, €CIIM HET TOTO, K KOMY MOKHO 00paTUTECS, TO BHAYANE YCIOKOHTECS,
Ecnu T Haunens orseuars OCKOPOJIEHUAMM HAOCKOPOIIEHUS, TO TOILKO ele
OonbIre pazoxokens KOHQITUKT;

2. VYupasnsii cBoei Kubepperty ranueit;

3. AHOHUMHOCTH B CeTH MHHMAA. CymecTtByor crocobmr BBISICHUTE,
KTO CTOMT 32 aHOHUMHBIM aKKAyHTOM;

4. He crour Bectu xymuranckuii 00pa3s BUPTYaNnbHOL KU3HM. HuTepuer
duKCEpyeT Bce TBOM seicTBUS W COXpaHseT MX. YjanuTe ux Oymer kpaiime
3aTPYIHUTEILHO;

5. Cobmonaii coro BUPTYaIbHYO Y€CTh CMOJIOAY

6. Ursopupy#l enuHWYHBI HeraTus. OnHopazoBeie  ockopbuTelbuble
COOOmeHUs TTyume WrHOPUPOBaTh. OGLMHO arpeccus IIpekparaercss Ha
Ha4allbHOU CTaauH,

7. bam  arpeccopa. B IporpaMMax — obMeHa  MI'HOBEHHBIMH
COOONICHUAMH, B COLMANBHBIX CETAX €CTh BOIMOIKHOCTL OJIOKMPOBKY OTIIPaBKH
COODIIEHNH ¢ olpee/IeHHBIX alpecos;

8. Ecmu TH cBuuerens KubepOymnunara. TBou nelcTBHS: BBICTYTIUTD
POTHB  IIPECIIE/IOBATENIS,IOKA3aTh €My, YTO €ro JeHCTBUS OIICHUBAIOTCS]
HETaTUBHO, MONAEPIKaTh KEPTBY, KOTOPOH HYKHAIICHXOIOIHUECKas [IOMOIIIb,
COOOIIHMTE B3POCIBLIM O (hakTe arpeCCUBHOIO IIOBEIEHUS B CETH.

Mo6unbueiii Tenedon

CoBpemenHBIe cMapTHOHBI W IIAHIIETH colepxkar B cebe Bromme
B3POCIbIA  (YHKUMOHAN, M  Temepb OHH MOI'YT KOHKYPHPOBATH CO
CTAIAOHAPHEIMK  KOMIIbIoTepaMu. OXHAKO, CPENCTB 3alluTsl JuIs OTOOHBIX
YCTPOMCTB IIOK4 OYEeHBH Majlo. Tecruposanme u mowck yssBEMoOcTel B Hux
MPOUCXOMHUT HE TaK HHTEHCMBHO, Kak s ITK, To e camoe kacaertes u
MOOMIIBHBIX [IPHIIOKEHHIA.

CoBpemenHble  MOGHIIBHBIE Opaysepel yxe TPAKTHYECKH JIOTHATH
HACTOJILHBIE AHAOTH, OJHAKO pacluMpeHue (yHKIHOHATA BIEYeT 3a coBoii
OOJBILYIO CIIOXKHOCTE U MEHBIIYIO 3aIlIMIEHHOCTS.

Jlaiieko He Bce TPOW3BOUTENN BBIIY CKAIOT OOHOBIICHMSI, 3aKPHIBAIOLI[HE

KPUTUHCCKUE YAZBUMOCTH JJIST CBOMX YCTPOHCTE.
OCHOBHEIE COBETEI 17151 6€30MaCHOCTH MOGHIBHOLO Ternedona:

Hwuvero me smnsercs no-HacrosAmeMy OecrmarusiM. By OCTOPOXEH,
BEI(b KOT/1a TeOe Mpe iiararoT decruIaTHbI KOHTEHT, B HEM MOTYT OBITH CKPBLITHI
KaKue - TO IIJIaTHEIE YCIIyTH;

Hymaii, mpexnge uem OTHpaBUTE SMS, ¢doTo mnm Bumeo. Tel TOYHO



SHACIb, IIe OHU OYIIYT B KOHEYHOM HTOre?

Heobxonumo o6HoBsITE OIIEPallOHHYIO CHCTEMY TBOEIO
ceMaprdona;

Ucnonesyii aHTUBHPYCHBIE IIPOTPAMMEI IJISI MOGHIIBHLLX
Tele(OHOB;

He sarpysxait mpunosxenus or HEHU3BECTHOIO MCTOYHUKA, BEjlb OHU MOTYT
COACPIKATEBPEIOHOCHOE IIPOrPaMMHOE obecrnieyenue;

ITocne Toro xax TEI BBIAJIEI ¢ cajita, rie BBOZMI IMYHYIO MH(OpMALHIO,
3afi B HACTPOIKH Opaysepa u ynamu cookies;

[Mepnoguueckn TIPOBEPSH, KaKKe IUIATHBIE YCIyru aKTUBHUPOBAHBI Ha TBOEM
HOMepe; JlaBaicBoii HoMep MOBHILHOIO Tene(OHa TONLKO THOIsM, KOTOPEIX TbI
3HACUIb ¥ KOMY JTOBEpSEIIs;

Bluetooth nomxen 65rrs BLIKJIIOYCH, KOIda Thl MM He momb3yemnbes. He
3a0bIBall HHOTHANPOBEPSTH 3TO.

Online urper

CoBpemenHEIe OHIIAHH-UIPEl - 5T0 Kpaco9Hble, 3axBaTLIBAIOI[HeE
PA3BICUCHNS, OOBENUHIIONMINE COTHH THICSY Ye/IOBEK o BceMy mupy. Mrpoku
MCCICAYIOT AaHHBIA UM MuUp, obIaiores APYT € APYroM, BBITIONHSIOT 3a/aHus,
CPAKAIOTCST ¢ MOHCTPaMM W HONYHYAlOT OMBIT. 33 YAOBOJIBCTBUE OHU ILTATAT:
HOKYNAIOT NHCK, OIIAYUBAIOT abOHEMEHT WK IPHOBPETAIOT KAKHE-TO OTIIIHH.

Bee atu cpencrsa moyr ma HONICPIKaHWE U pa3BUTHE WIPHI, 4 TAKXKE Ha
caMmy 0e30macHOCTE: COBCPIICHCTBYIOTCS CUCTEMBI aBTOPU3ALNH, BBIITY CKAIOTCS
HOBBIC NaT9H (UM(pPOBEIE 3aIUTaTKM 17151 IPOrpaMM), 3aKpHIBAIOTCS YSI3BUMOCTH
CEPBEPOB.

B nmono6meix mrpax crout omacarses me CTOJBKO CBOUX COHEPHUKOB,
CKOJIBKO Kpacd TBOETO Hapoils, Ha KOTOPOM OCHOBAHA CHUCTEMa aBTOPU3AIIHH
GonbnHCTBA HIp.

OcHoBHEIe coBeTHI TT0 Ge30MacHOCTH TBOCTO HUIPOBOIO aKKAYHTA;

. Ecim npyroéi mrpox Bener ce6s [I0OX0 WIM  co3maeT Tebe
HETIPUATHOCTH, 3a01I0KUPYii €ro B criucke HIPOKOB;

2. Iloxanyiics 4AMHHHCTPATOPaM WIPbl HA IUIOXOC [IOBEIEHHE
3TOro HI'POKa, IKEJIATeNsLHO IIPHIIOXKHUTE KaKHEe-TO A0Ka3areJIbCTBA B BHAOe
CKPHHOB;

He yxazsiBait nuunyro MH(pOPMAIMIO B podaiine HTPBI;

YBaxaii Ipyrux y9acTHHKOB 110 urpe;

He ycranaBnusait neoduumansusie natym i MOJIBI;

Hcnonesyii cnoskusie u pasmbre apomnu,

7. Jaxe Bo Bpems HIpbl He CTOUT OTKIIIO9aTh aHTUBUpYC. [loka Tel

UIPacllb, TBOH KOMIBIOTED MOTYT 3apasuTh.
DUIIMHT HIIH KPAXKa THYHBIX (A NHLIX

OObrunoit kpaskeii newer n AOKYMEHTOB CErOMIHS yKE HHUKOTO He Y IUBHIID,
HO C pa3sBUTHEM MHTEPHET-TEXHONOTMH 3JI0YMbIIIICHHHKHN IIEPEMECTHITHCE B
MHTEPHET, M TIPOAOIDKAIOT 3aHUMATHCS "MOGHMBIM" TeIIoM.

Tax moseurace nosas yrposa: MHTEPHCT-MOIIEHHIYECTBA MJIH (DUIIMHT,
MIaBHAA 1elb KOTOPOIO COCTOMT B MONYYEHHHM KOH(H/ICHIMATBHBIX TaAHHBIX
TIOIP30BATENeH - JIOrMHOB M mapoieit. Ha AHTTTMHACKOM  s3BIKe phishing
qUTaCTCs KaK (uumnr (ot fishing - pri6uas JOBIA, password - apoJis).

OcHoBHBIE COBETHI IO Gopnbe ¢ (pHLIHHTOM:



1. Cnemu 3a coum akkayHroM. Ecnu TeI momospepaems, uto TBOS
aHkera OblTa B3JOMaHa, TO HeoOX0 Mo 3a0JI0KMPOBATE ee u COOOIIUTH
alIMHHHCTpaTOpam pecypca 00 3TOM Kak MOIKHO CKopee;

2. Hcnone3yit 6ezomacHpie BEO-CallTEI, B TOM umcie, HHTEPHET-
MarasMHOB U IIOMCKOBEIX CHCTEM:;

3. Hcmone3syii cioxusie u pasHbIC maponn. Takum obpazoM, ecim Tebs
B3JIOMAIOT, TO 3II0YMBINUIEHHUKH IOIy4YaT JIOCTYII TOJBKO K OJIHOMY TBOEMY
IPOMUITIO B CETH, a He KO BCeM;

4. Ecmu 1ebst B3momamm, To HeOOXOIMMO NpENyHPennTh BCeX CBOMX
3HAKOMBIX, KOTOPBIE J0OaBIEHEI y Tebs B APY3BSX, O TOM, YTO TeOs B3nOManH u,
BOSMOXHO, OT TBOEro wuMeHum Oy/eT pacchuiaThes cuam  u CCBLIIKM Ha
(PUIIHHTOBEIE CANTEI

5. YCTaHOBH HaIeKHBIH TTapoTh (PIN) Ha MoOGUIBHBIH TeneoH;

6. OTKII0YM COXpaHeHHe IapoIs B Opaysepe;

7. He otkprBail daiiner u npyrue srosxenns s IIACHbMax, 1aXke eClld OHM
TIPUIIIA OT TBOMX JApy3ei. Jlyume yTounn y Hux, OTIPAaBIAIN A OHU Tebe HTH
baitier.

Mudposas penyraums

[udposas penyranms - 510 HerarueHas win [IO3UTUBHAS UHGOPMaIHs B
cern o tedbe. Kommpomerupyromast UHQODpMaIHs, pasMelieHHas B HHTEpHeTE,
MOXKET CEPBe3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbroi sxu3nHu. "Tudposast
PeIyTanys” - 5To TBOU UMUK, KOTOpbIH (opmupyercs: u3 uadopManum o Tebe
B UHTEPHETE.

TBoe mMecro xuTenbcrTa, yuebbl, TBoe ¢uHAHCOBOE II0JIOXKCHHE,
OCOOCHHOCTH XapakTepa M Pacckassl 0 GIIM3KHX - Bee 3TO HaKaIlUIUBAETCH B CETH.

MHoOr1e MOIPOCTKM JTerKOMEICICHHO OTHOCSTCS K IIyONUKAUU JTMIHOM
unH(opmaruu B VIHTEpHETE, HE MOHUMAS BO3MOYKHEIX nociencTeui. Tol gaxe He
CMOKEIIE IOTaaThes 0 TOM, 4To doTorpadus, pasMenieHHas 5 et Hazaj, cTajia
NOPUYHHOHN OTKa3a NPUHSTE Tebs Ha padory.

KommenTapun, pasmemenune Teomx (otorpapuit u npyrue neitcTrus
MOTYT HE HCYE3HYTh TaXke MOCIe TOro, KaK Thl UX yAAIMIIs. Thi He 3Haellb, KTO
COXpaHHI OTy MH(OPMAUMIO, IONAda JIH OHA B IIOWCKOBBIE CHCTEMLI U
COXPaHKTIACk JTH OHA, a IIABHOE: YTO IMOJYMAOT O Tebe OKPYIKaIOIIHE JIIOIH,
KOTOpbIe HAUIYT U yBUAAT 310. Haiftu uudopmanuro Muoro et CILyCTS CMOKET
Mo0O0H - Kak M3 JOOPHIX NOBYRNEHHI, Tak u ¢ HaAMEPEHHEM IPUYHHUTH Bpe)|.
OT0 MOKET BBITH KTO YIOIHO.

OcCHOBHEIE COBETHI IO 3a1UTEe nu(pPOBOIL peryTanmu:

I Ilomymail, npexie dem yTo-To 11Y6IMKOBATE U nepeaasaTh y cebs B
OI0Te UMK B CONMABHOIN CeTH;

2. B Hacrpoiikax npopuns ycranosu OrpaHUYCHUAHA IPOCMOTP

TBOEr0 NPOQHIS H €ro CONepKHMOro, caeiall ero Tombko " st
Jipy3eit”;

3. He pasmemait u me ykasmsaii MH(QOPMAIIMIO, KOTOPAas MOXKET
KOT0-JIM00 OCKOPOIISATE UITH OBGHUKATE.

ABTOpCKOE NIpaBo

CoBpeMeHHbIe IIKONBHUKH - aKTHBHBIE IIONB30BATENN UG POBOTO
IPOCTPAHCTRA. OJ[HAKO JaNeKo He BCe 3HAIOT, YTO MOTB3OBAHME MHOTMMM
BOSMOMKHOCTAMH ~ LM(QPOBOrO  MHpa TpebyeT cobmomenus npaB Ha
HMHTEJLICKTYalIbHYIO COOCTBEHHOCTD.



Tepvun "HHTeITeK Ty aTbHas COOCTBEHHOCTL" OTHOCHTCS K Pa3IUYHEIM
TBOPCHISIM YEJIOBEYECKOTO0 YMa, HauyuHas c HOBBIX HM300peTeHHii u 3HakoR,
0003HAYAIOIMKUX COBCTREHHOCTS Ha IIPOJIYKTBI M YCITYTH, U 3aKAHYHBAs KHHTaMH,
(ororpadusvu, KMHODUITEMAME U MY3EIKATBHBIMH [IPOH3BE/IEHUSAMMU.

ABTOpCKHE mpaBa - 370 1IpaBa Ha WHTEIIEKTYabHYI0 COGCTBEHHOCTE Ha
IPOM3BENCHUS HAYKH, THTEPATYPLI U MCKYCCTBA. ABTOpCKUE NIpaBa BBICTYTIAIOT
B KA4€CTBE rapaHTHH TOTO, YTO HHTEICK Ty allbHBIH/ TBOpYeCcKuii Tpy aBTOpa He
Oyner wHampacheiM, macr CMYy  CIIpaBe/UIMBBIE BO3MOXHOCTH 3apaboTars Ha
Pe3yJIbTaTax CBOErO TPYHAA, MONYYHTH H3BECTHOCTL H nOpusHanwe. Hukto
0es paspemenus aBTOpa HE MOXEeT BOCIIPOM3BOIUTH ero IIPOU3BeIeHHE,
pacnpocTpansaTe, myGnmyno JACMOHCTPUPOBATEL, NPOXABATS, HUMITOPTHPORBATS,
[IyCKaTh B IIPOKAT, MyOIMYHO MCHIOMHSTS, TIOKa3bIBATE/UCTIONHATE B dhUpe Wi
pasmemars 8 MuTepHere.

Hcnonszopanue "muparckoro” IIPOrpaMMHOI0  obecmedyenus Moxer
UPUBECTH K MHOTHM pHCKaM: OT TIOTEPH IaHHBIX K TBOMM aKKAYHTAM [0
OIOKHMPOBKHU TBOETO YCTPOMCTB, TJie yCTAHOBIIEHA HelerabHas nporpamma. He
CTOMT TakXxe 3abbiBaTh, YTO CYWICCTBYIOT JIerallbHBIE U GecIuiaTHLe
HPOTPaMMBbl, KOTOPEIE MOXKHO HAHTH B CETH.

O nopraue

CeTeBHqOK.pQO - TBOH IJABHBLIA COBETYHMK B CEeTH. 31eCh Thl MOMKEIlh
Y3HaTh O 0e30MaCHOCTH B CeTH TOHSTHEIM u AOCTYIIHBIM S3BIKOM, a MpH
BOSHUKHOBEHUM KPHTHYECKOH CHTYaruu OOpaTHTECS 32 coBeTOM. A Tamke
IPHHATE Y4aCTHE B KOHKYPCAX M CTATh CAMDIM HHA(PPOBBIM IPAXKIAHMHOM!

MHCTPYKIHUS UISI OBYYAFOIAXCS]
Ob UH®OPMALMOHHOM BE30IIACHOCTH

HEJIb3s

. Beem nouppsan coobimars croro HaCTHYI0 MHpOpPMALMIO (HACTOSIIHE
UM, (aMHIKIO, Tene(oH, aapec, HOMED IIKONBL, a Takxke (oTorpapum csou,
CBOGH CeMBU H Jipy3eii);

2. OTKpBIBaThL BIOXKEHHbIE daitisl anekTponHOit [IOYTBI, KOIJIa HE 3HACIIh
OTTIPABHTEIIS;

3. I'pybmts, mpummparscs, okasbmaTs HABIIEHUE - BECTH ceOsl HEBEKIIMBO U
arpeccUBHO;

4. He pacriopskaiicst IeHbraMu TBoeH ceMbu Ges PaspelleHys crapumx -
BCerja cripalimBai poguTesei;

5. He Bcrpeuaiics ¢ Wureprer-3smakomeivu B PCANbHON KH3HU -
TIOCOBETY#Cs CO B3POCIIBIM, KOTOPOMY JOBEpSEllb.
OCTOPOXKHO

I. He Bce mumyr npaay. Yutaems o ceGe Henpasuy B HMureprere -
coo0IM 06 3TOM CBOUM POIHTENSAM UIIH ONICKYHAM;

2. llpurnamaror nepenmceisarscs, UIpaTh, OOMEHUBATECS - IPOBEPD, HET K
[10/IBOXa;

3. Hesaxonnoe konuposaumne haitiios 8 MHTEpHETE - BOPOBCTBO;

4. Bceerma pacckasmigaii B3POCIBIM O TIpoOneMax B CETH - OHHM Beerya
IIOMOT'Y'T;

5. MHcnonesyit HacTpoHkw 6e30maCHOCTH 1 [IPUBATHOCTH, YTOOEI He
OTEPATE CBOU aKKAYHTBI B COLICETSIX M APYTHUX nopTanax.



MOXHO
. VYBaxaii npyrux IIOJIE30BATENCH;
2. Ilomesyenbess MHTEpHET-HCTOYHUKOM - A€JIal CChUIKY Ha HEro;

3. OTkpsIBaif TONBKO Te CoBLIKH, B KOTOPEIX YBEpPEH;

4. OOmartbes 33 MOMOIIBIO B3POCIBIM - DOIOUTENH, ONCKYHBI W
A/IMHHACTPALMS. CAUTOR BCEIrIa IIOMOTYT;,
5. Ilpoiimu o6y4enwe Ha caiite "Cereruuox” v ITOJIY 9i

[aCTIOPT IU(PPOBOro IpaskiaHuHa!



